Module Test Plan/Implementation for PGP With & Without I/O System Calls.
This document describes the tests carried out and the actual results obtained when testing two different PGP versions. One is the original PGP and the other is PGP with all the I/O system calls removed. The purpose of this module testing is to make sure that the final PGP version (one with all the I/O system calls removed) work correctly.

Test Data

The data to be used for this module testing would be any music files in MP3 format.

Test Procedures

Testing PGP includes two main stages, first stage tests the encryption process and seconds stage involves testing the decryption process. In these stages, the data (MP3 file) will be encrypted or decrypted using three different key strengths;

1. 512 bits: Low commercial grade, fast but less secure.

2. 768 bits: High commercial grade, medium speed and good security.

3. 1024 bits: Military grade, slow but offers highest security.

After having encrypted or decrypted the data, a utility in CYGWIN (or some files comparison utility in DOS) is used to detect any difference between the data encrypted/ decrypted by the original PGP and the modified PGP (one with I/O system calls removed).

Test Implementation

Several MP3 music files with different genre were used as the test data, for instance, one of the files was called Skin O’ My Teeth, by Megadeth. The genre was heavy metal and the file had a size of 32.6Mb. This file was encrypted using original PGP with 512 bits RSA key strength, the encrypted file was then decrypted using the same PGP code. After having completed this process, the same test data was encrypted and decrypted again but this time, using the modified PGP. As mentioned in the previous section, a comparison utility was used to detect any differences. 

The above operation was carried out repetitively with different MP3 files and also with different RSA key strengths as mentioned above.    

Test Results

After having carried the procedures as mentioned above, we have found that the encrypted/ decrypted data produced by both versions are identical, the test has proven that the original PGP and the modified PGP versions are robust and producing the same results. This concludes that the version, which will be used in the DEEP-3 system is functioned correctly.

Module Test Plan/Implementation for LAME With & Without I/O System Calls.

The testing procedure for this module is exactly the same as for PGP, however, there are more options and configurations in LAME to test and they are all listed in the table below:

	Configuration Type

	Constant Bit Rate (Default)

	Constant Bit Rate (Low quality)

	Constant Bit Rate (High Quality)

	Average Bit Rate (Low Quality)

	Average Bit Rate (Medium Quality)

	Average Bit Rate (High Quality)

	Variable Bit Rate (Low Quality)

	Variable Bit Rate (Medium Quality)

	Variable Bit Rate (High Quality)

	Variable Bit Rate (Minimum Bit Rate and Maximum Bit Rate specified)

	Constant Bit Rate Pre-set Configuration (Voice) Lowest Quality

	Constant Bit Rate Pre-set Configuration (Phone)            .

	Constant Bit Rate Pre-set Configuration (Tape)              .

	Constant Bit Rate Pre-set Configuration (Hi-fi)              .

	Constant Bit Rate Pre-set Configuration (CD)                .

	Constant Bit Rate Pre-set Configuration (Studio) Highest Quality

	Decoding




Following the test procedure as described for PGP previously, the results were identical for both version of LAME. This concludes that the modified LAME (version with I/O calls removed) is working correctly and hence can be used as part of the DEEP 3 system.

